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Disclaimer and Copyrights

All information herein is either public information or is the property of and owned solely by
Gemalto. and/or its subsidiaries who shall have and keep the sole right to file patent applications
or any other kind of intellectual property protection in connection with such information.

Nothing herein shall be construed as implying or granting to you any rights, by license, grant or
otherwise, under any intellectual and/or industrial property rights of or concerning any of
Gemalto’s information.

m This document can be used for informational, non-commercial, internal and personal use
only provided that:

m The copyright notice below, the confidentiality and proprietary legend and this full warn-
ing notice appear in all copies.

This document shall not be posted on any network computer or broadcast in any media and no
modification of any part of this document shall be made.

Use for any other purpose is expressly prohibited and may result in severe civil and criminal liab-
ilities.
The information contained in this document is provided “AS 1S” without any warranty of any kind.

Unless otherwise expressly agreed in writing, Gemalto makes no warranty as to the value or accur-
acy of information contained herein.

The document could include technical inaccuracies or typographical errors. Changes are peri-
odically added to the information herein. Furthermore, Gemalto reserves the right to make any
change or improvement in the specifications data, information, and the like described herein, at
any time.

Gemalto hereby disclaims all warranties and conditions with regard to the information contained
herein, including all implied warranties of merchantability, fitness for a particular purpose, title and
non-infringement. In no event shall Gemalto be liable, whether in contract, tort or otherwise, for
any indirect, special or consequential damages or any damages whatsoever including but not lim-
ited to damages resulting from loss of use, data, profits, revenues, or customers, arising out of or
in connection with the use or performance of information contained in this document.

Gemalto does not and shall not warrant that this product will be resistant to all possible attacks
and shall not incur, and disclaims, any liability in this respect. Even if each product is compliant
with current security standards in force on the date of their design, security mechanisms' res-
istance necessarily evolves according to the state of the art in security and notably under the
emergence of new attacks. Under no circumstances, shall Gemalto be held liable for any third
party actions and in particular in case of any successful attack against systems or equipment incor-
porating Gemalto products. Gemalto disclaims any liability with respect to security for direct, indir-
ect, incidental or consequential damages that result from any use of its products. It is further
stressed that independent testing and verification by the person using the product is particularly
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encouraged, especially in any application in which defective, incorrect or insecure functioning
could result in damage to persons or property, denial of service or loss of privacy.

© 2016 Gemalto. All rights reserved. Gemalto and the Gemalto logo are trademarks and service
marks of Gemalto and/or its subsidiaries and are registered in certain countries. All other trade-
marks and service marks, whether registered or not in specific countries, are the property of their
respective owners.
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Sentinel EMS 4.1 - Release Notes

1.1. About This Document

This document contains information about the latest release of the Sentinel EMS, including new
features, changes to the product, and known issues and workarounds.

1.2. Product Overview

Sentinel EMS is a Web-based solution that provides you with a centralized interface for all your
license and entitlement management functions. It offers an easy-to-use interface for your back
office systems and a variety of advanced data collection and reporting functions. It also provides a
centralized license management interface for employees, customers, and partners.

1.3. Technical Support

You can contact us using any of the following options:

m Business Contacts - To find the nearest office or distributor, use the following URL:
https://sentinel.gemalto.com/contact-us-sm/

m Technical Support - To obtain assistance in using Gemalto Sentinel Products, feel free to
contact our Technical Support team:

o Phone: 800-545-6608 (US toll free), +1-410-931-7520 (International)
o E-mail: support@safenet-inc.com
o URL: https://sentinel.gemalto.com/technical-support-sm/

m Downloads - You may want to explore updated installers and other components here:
https://sentinel.gemalto.com/technical-support-sm/


https://sentinel.gemalto.com/contact-us-sm/
mailto:support@safenet-inc.co?subject=Technical Support
https://sentinel.gemalto.com/technical-support-sm/
https://sentinel.gemalto.com/technical-support-sm/
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1.4. Documentation Feedback

To help us improve future versions of the documentation, we want to know about any cor-
rections, clarifications, or further information you would find useful. When you Contact us, please
include the following information:

m The title, part number (if applicable), and version of the document you are referring to
m The version of the Product you are using

m Your name, company name, job title, phone number, and e-mail ID

Send us e-mail at: support@safenet-inc.com
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1.5. What’s New In This Release?

This section provides details about the new features and enhancements included in this release:

1.5.1. Support for the Cloud Connected License Model

The Cloud Connected license model has been introduced in Sentinel EMS to support SCL Add on's
“Cloud Served — Connected” deployment mode. This mode is primarily meant for hosted and / or
always connected applications to leverage the benefits of cloud licensing.

The Cloud Connected license model provides various licensing attributes that help in controlling
the behavior of cloud-based applications. Some of these are: License Validity, Named User Licens-
ing, Concurrency, Count, and Vendor Info, as shown in the screenshot below.

To learn more about it, refer to the Sentinel EMS User's Guide:

Add License Model [Copying License Model “Connected License Model” | Collapse All
# License Model Marme Descristion Connected license model
Deployment Type : Cloud Served - Connected
Bl License Duration
Start from activation date : []
*Start date : | 01/01/2016 12:00 AM *End date: | 01/01/2017 12:00 AM | [[] Mever expires
Grace Days: 0
Bl Limits
*Usage Limit : | | W] Untimited Grace Limit: |0
“Concurrency Limit - | | ] Untimized Concurrency Criteria : |Per Login [v]
ElVend
Vendar Info -

Save Cancel

The Cloud Connected License Model Screen in Sentinel EMS
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1.5.2. Support for Named User Licenses with the Cloud Connected License
Model

Named User Licensing allows ISVs to create licenses that can be consumed only by specific users
or entities. A named user license gives exclusive licensing rights to users whose names have been
specified in the license. This is done by ISV or the end customer by listing the names against each
product in an entitlement.

Named User licensing, when used in conjunction with concurrent licensing, controls not only who
can access the licensed application but also how many users can access it simultaneously. For
example, a word processor concurrent license may allow access to 50 users, but only up to 10
users can run the licensed application concurrently at any given time.

This feature is available with the Cloud Connected License Model and allows vendors to add,
delete, and modify the named users in an entitlement. The following screenshot displays the
Named User Management screen.

To learn more about it, refer to the Sentinel EMS User's Guide:

Home Activations Customers Channel Partner Catalog Users Reports Configure Tools

Batch Entitlements Test Entitlements Narmed User Management

Upload Users
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w Entitlement Details

Status Customer Name EID
o qwe Sfcd3a**=* Customer |D: qwe Customer Name: qwe
Page [ 1 of 1) Page Size 50 ﬂ w Associated Products

Named Users

Product Total Deployed Draft Remaining

M |Prav 0 0 1

w Named Users List

User Name Q| Add Deploy | Delete

[0  Named Users Status

Neo records found.

Page (0 of 0) Page Size 10 [v]

The Named User Management Screen in Sentinel EMS



1.5. What’s New In This Release? | 9

1.5.3. Support for License Manager Redundancy

Sentinel EMS now supports License Manager redundancy using the Flexible License Model for
both Cloud Served - Lease and On-premise deployments. It is useful for customers who have a
large network installation and want to ensure high-availability of licenses. This requires three or
more License Managers to be set up in redundant configuration so that when the primary License
Manager goes down, the remaining License Managers provide high availability seamlessly.

E This feature was earlier available for On-premise deployments only.

To learn more about it, refer to the Sentinel EMS User's Guide

1.5.4. Support for Sentinel Fit Enforcement

Sentinel EMS now also provides entitlement management for the Sentinel Fit enforcement.
Sentinel Fit is a light-weight licensing solution intended for use with embedded devices. It offers
extremely small footprint with minimal licensing features suitable for embedded devices. For more
information about Sentinel Fit, contact your Gemalto's sales representative.

1.5.5. Support for Sentinel RMS v9.1

Sentinel EMS v4.1 provides support for the Sentinel RMS v9.1 enforcement. To learn more about
the new features of Sentinel RMS v9.1, refer to its release notes.

1.5.6. Added a New Enforcements Screen in the Sentinel EMS Installer

The Sentinel EMS installer now displays the a screen (see below) that allows choice of enforce-
ments supported during the installation process. As a result, only the components corresponding
to the chosen enforcement(s) are installed.
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£ Sentinel EMS - Installation Wizard 52

Enforcements gemalto

Sedect Enforcement [g) :

Fill Derma Data

A sample enforcement for the purpose of evaluating Sentinel EMS workflows.

Nate: Sentined EMS i inctallad without enforcement if none of the enforcement options ts salacted.,
You can later update an enforcement wsing the Modify option of the installer.

<gack | | u-n-r_:'_|[ cancal |

Enforcements Screen in the Sentinel EMS Installer

The table below lists the enforcements supported in Sentinel EMS v4.1:

Enforcement Description
Sentinel RMS Installs components specific to the Sentinel RMS enforcement, in
the following variations:
m To support only the on-premise deployments, select only
the Sentinel RMS check box. See also:
m To support Cloud Served - Lease and/or Connected deploy-
ments, also select the SCL Add On check box.
See also: "Support for Sentinel RMS v9.1" on page 9.
Sentinel Fit Installs components to support Sentinel Fit enforcement.
See also: "Support for Sentinel Fit Enforcement" on page 9
Sample Installs components to support evaluation of basic workflows of
Sentinel EMS.
When upgrading from Sentinel EMS v4.0 to 4.1, the SCL Add on support will be upgraded
-ﬁt only if it existed in the v4.0 installation. As a result, Flexible License Model of Sentinel EMS
4.0 automatically upgrades to support Cloud Served - Connected license model in Sentinel
EMS 4.1.

For more information about the Sentinel EMS installation, refer to the latest Sentinel EMS Install-

ation Guide.
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1.5.7. Enhanced Administration Console

The Sentinel EMS Admin console has been restructured to present the configuration settings intu-
itively—grouped as per the chosen Enforcement(s).

For details about the configuring using the Administration Console, refer to the latest Sentinel
EMS Configuration Guide.

1.5.8. Web Services Introduced in This Release

This section provides a list the new web services added in this release to support named user man-
agement and generating reports:

New Web Service Method Description

Web Services for Named User Management

v4_1/ws/namedUser.ws PUT Adds named users to
an Entitlement.

v4_1/ws/namedUser.ws POST Overwrites existing
named users asso-
ciated with an enti-
tlement with new
named users.

v4_1/ws/entitlement/{eid}/namedUser.ws GET Retrieves named
users.

v4_1/ws/entitlement/{eid}/namedUser.ws DELETE Deletes named users.

v4_1/ws/entitlement/{eid}/namedUser.ws POST Deploys named users.

Web Services for Generating Reports

v4_1/ws/retrieveUsageReport.ws GET Retrieves the raw
usage report.

v4_1/ws/retrievePeakConcurrencyReport.ws GET Calculates the peak
concurrency for the
given data.

v4_1/ws/retrieveProvisioningDataReport.ws GET Retrieves the pro-

visioning data.

For more information about the web services listed here, refer to the latest Sentinel EMS Web Ser-
vices Guide.

‘ﬁ All Web services of version V11 will not be supported in Sentinel EMS v4.1 (and higher).

1.6. Advisory Notes

When you upgrade to Sentinel EMS 4.1, the installer automatically merges new relevant messages
with your messages.properties file.
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1.6.1. Merging the messages.properties Files Manually

With every release of Sentinel EMS some new messages have been introduced in the mes-
sages.properties file. These messages are used as labels or resource keys in the Sentinel EMS
portal. You need to manually merge the messages.properties files if your Sentinel EMS installation
supports multiple languages (for example, English and German).

To merge messages.properties files:

1. Open the file %YEMSSERVER_HOME%\webapps\ems\web-inf\classes\patch_mes-
sages.properties. This file lists all messages added after EMS 2.0.0 in a sequential manner.

2. Confirm the last version of Sentinel EMS on your machine. Copy all messages added after
that. For example, if your last version of EMS was 2.5 then you need to copy all messages
starting from EMS 2.5 till the last line of the file.

3. Paste the messages copied in step 2 at the end of the file messages.properties. This file is
available at $EMSSERVER_HOME%\webapps\ems\web-inf\classes\.

4. If you have previously applied a language pack then you need to paste the messages
copied in step 2 at the end of the language-specific properties file. Then translate the copied
messages to the desired language. The path for any such file is %EMSSERVER_
HOME%\webapps\ems\webinf\classes\{locale}\messages_{locale}.properties.

For example, if German language pack is previously applied, then you can locate the file at
%EMSSERVER_HOME%\webapps\ems\web-inf\classes\de\messages_de.properties.

m Message labels were introduced after Sentinel EMS 2.0 release and are maintained
in the patch_messages.properties .

E m If you have applied any language pack, you need to update the language pack files
(for example, messages_de.properties for German) manually for the new mes-
sages.

1.7. Problems Corrected

In this release, the following problems have been corrected:

Ref. Problem Description

EMSENT-14184 | Activation details contain null download element when
schema indicates it should be omitted.

EMSENT-14183 | Activation responses contain invalid keywords for activation
state per schema.

EMSENT-14056 | The closeSession call is rejected with the 'Invalid Web service
version provided in Accept header' message.

EMSENT-13979 | Two different schemas define same root element.

EMSENT-13411 | Empty telephone number being stored for contact person.

EMSENT-13409 | Wrong telephone number information being captured.

EMSENT-13304 | Misleading password error message in EMS Customer Portal.
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Ref.

Problem Description

EMSENT-13303

An unexpected HTML tag <br/> was inserted in the activation
email notification template.

EMSENT-13242

Unable to switch EMS languages locale back to English in EMS
Portals.

EMSENT-12865

Many reports are not working in all formats.

EMSENT-12863

Error while trying to run a custom report.

EMSENT-12198

EMS Data Import functionality error.

EMSENT-12191

Password recovery from customer login/recovery is failing.

EMSENT-12119

Documentation issue with reports.

EMSENT-11674

Unable to use split/transfer with a disabled contact.

EMSENT-11650

EMS GUI design flaw - Pressing 'Enter' on keyboard in 'Filter
by - product name' results in empty product list.

EMSENT-11451

AID is not appended to license string if activation is done via
Web Service.

EMSENT-11431

Hard users limit value in EMS entitlement is mistakenly over-
written by the number of activations of the same entitlement.

EMSENT-11253

EMS 3.2 EntitlementCertificateEmail.tpl contains wrong ele-
ment ID reference.

EMSENT-10719

Issues while using searchEntitlement web service.

1.8. Documentation Resources

Refer to the following resources for Sentinel EMS documentation.

Document

What's in it?

Release Notes

(this document)

Provides information about the new features and known issues in this
release.

Installation Guide

Provides detailed information about the system requirements, environment
variables, and installation steps.

User's Guide

Provides details about the features available in Sentinel EMS and the steps
to perform various tasks using the portal.

Configuration
Guide

Provides information about administering and customizing the Sentinel EMS.
It also provides the database schema of Sentinel EMS.

Web Services
Guide

Provides details about the Web service components exposed to facilitate
integration of Sentinel EMS with external CRM and ERP systems.

Acknowledgments

Contains acknowledgments for the third-party software used.
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1.9. Known Issues/Limitations

Given below are the known issues in this release:

Multiple Channel Partner support causes a break in Jasper reports.

After changing the Tomcat port from HTTP (8080) to HTTPS (8443), it takes some time to
update the shortcuts to launch Sentinel EMS portal from the Start menu. For immediate
results, you can restart the machine.

Some files and folders present at %EMS_HOME%\webapps\ems\WEB-INF, may not be
deleted after you uninstall Sentinel EMS. You need to delete these manually if required.

In case of a conflict after upgrade, you need to map the backup (of Sentinel EMS prior ver-
sion) and current locations to resolve the conflict manually. Refer to the Upgrade section
in the Installation Guide for details.

On a machine with a localized operating system, installation of Sentinel EMS in a directory
whose name contains localized characters fails. The workaround for this is to install
Sentinel EMS in a directory whose name does not contain localized characters.

Pop-up windows in Sentinel EMS cannot be moved or dragged in Microsoft Internet
Explorer 9.

Localized characters and special characters are not accepted by the installer while accept-
ing Database information for Oracle and SQL Server.

Changing the password for an Active Directory user, enables the user to log in using both
the new as well as the old password.

Running reports without a filter for a large number of Entitlements (more than 40000),
may cause 'Java heap memory' error.

For Windows 8 and Windows Server 2012 (64 bit), the Internet Explorer runs in two
modes, the Desktop mode and the Metro mode. User needs to disable the protected
mode of Metro mode of Internet Explorer to run Sentinel EMS.

In case of upgrade, shortcuts may not work if upgrade is from 2.0.X/2.5 to 2.9. Therefore,
it is recommended that you restart the machine.

For Active Directory, the users should be present anywhere inside the parent organ-
izational Unit (including all child organizational units under the parent).

The environment variable EMSSERVER_HOME, takes a few minutes to get activated for:
o Modification of the configuration settings.
o Modification post upgrade.
Therefore, it is recommended that for immediate results, you restart the machine.
Entitlement is disabled on commit, if the 'Allow Activation' check box is not selected.

The Modify Entitlement using Entitlement XML web service is not functional for users
logged in as Channel Partners.
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Increase script timeout of web browser if page appears unresponsive when handling huge
data sets.

Licensing attributes of License Models are not displayed during the process of adding
product to an entitlement.

Attribute sequence displayed in Entitlement details is different from the sequence that
appears in the Create Entitlement window.

A product cannot be edited nor it can be added to an entitlement if two or more features
are associated to it using the web service, 'Associate Features With a Product'.

Features using Flexible license model and features using other RMS license models cannot
be added to the same Product.

For Cloud served entitlements, the base entitlement cannot be deployed if split and/or
transfer transaction is performed over it.

While installing Sentinel EMS, the installer might not be able to detect the RMS dlls even if
Sentinel RMS is already installed on the system. For such a scenario, the RMS dlls need to
be uploaded using the Admin console.
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